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Chapter 1

About This Document

Thisdocument,SSHSecureShellfor Unix ServersAdministrator’sGuide, containsinstructionson thebasic
administratortasksof SSHSecureShell.Thedocumentis intendedfor thesystemadministratorsresponsible
for theconfigurationof theSSHSecureShellsoftware.

To usetheinformationpresentedin thisdocument,youshouldbefamiliarwith Unix systemadministration.

Thedocumentcontainsthefollowing information:

� introductionto SSHSecureShell

� configurationoptions

� authenticationoptions

� usingSSHSecureShell

� appendix(list of supportedstandardsandauthenticationmethods)

Installationinstructionsfor the SSHSecureShell softwarecanbe found in SSHSecure ShellQuick Start
Guide, includedin the CD-ROM package. For more information, seethe manualpagesincludedin the
distribution.
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Chapter 2

Intr oduction to SSHSecureShell

Thischapterprovidesanintroductionto theSSHSecureShellsoftwaresuite.

2.1 SSHSecure Shell

SSHSecureShell softwareallows securenetwork servicesover an insecurenetwork suchasthepublic In-
ternet.TheSecureShellconceptoriginatedon Unix asa replacementfor the insecure”Berkeley services”,
that is, the rsh , rlogin , andrcp commands.It replacesalsoTelnetandFTP. SSHSecureShell canbe
usedfor remoteterminalconnections,remotefile copying,andforwardingX11 sessions(onUnix) aswell as
arbitraryTCPportsthrougha securetunnel.

SSHSecureShellprovidesstrongencryptionandauthentication.Thesoftwarehasbeendevelopedin Europe
andcanbeusedin any countrythatallowsencryption.

2.2 SupportedPlatforms

SSH SecureShell Server software (the software componentthat allows remoteusersto connectto your
computer)is availablefor mostUnix andLinux platformsandfor Microsoft WindowsNT4 (ServicePack5
required)andWindows 2000. Theassociatedclient software(thecomponentthatremoteusersrun on their
computers)is alsoavailablefor Microsoft Windows 95 andWindows 98. A list of theofficially supported
platformsis availableathttp://www.ssh.com/products/ssh/p ortab ility .html .

Independentthird partieshave alsoportedSecureShell to otherplatformssuchasOS/2andVMS. These
independentsoftwareproductsare intendedto be compatiblewith SSHSecureShell products. However,
SSHCommunicationsSecuritycanonly providesupportfor its own software.

SSHSecureShellAdmin Guide c
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10 Chapter 2. Intr oduction to SSHSecureShell

2.3 Different Versionsof the SSHProtocol

Note: SSHCommunicationsSecurityconsidersthe SSHprotocolversion1 (SSH1)deprecatedanddoes
not recommendthe useof it. SSHstatementregardingthe vulnerability of SSH1protocol is availableat
http://www.ssh.com/products/ssh/cer t/ .

Thecurrentversionof theSSHprotocolis version2 (SSH2).More informationon theprotocolcanbefound
from IETF-secshInternet-Drafts(http://www.ietf.org/ID.html ).

Severaldifferentversionsof theSecureShellclientandserverexist. Pleasenotethatthedifferentversionsuse
differentimplementationsof theSSHprotocol,andthereforeyoucannotnormallyconnectto anSSH1server
usingSSH2client software,or vice versa. However, the SSHSecureShell Unix server softwareincludes
supportfor fallbackfunctionality if SSHSecureShellversion1.x is alreadyinstalled.TheWindows server
softwaredoesnot includethis functionality.

For optimalresults,upgradeall serversandclientsto thenewestavailableversionof SSHSecureShell.

2.4 Support

If youareacommercialuser, youareentitledto supportfrom SSHCommunicationsSecurityfor ninetydays
(90days)from thedateof purchaseof thesoftware.If youhavepurchasedamaintenanceagreement,review
youragreementfor specificterms.

Commercialusersand thoseevaluatingthe softwareprior to purchasecan contactthe SSH SecureShell
customersupportby filling out a propersupportrequestform at http://www.ssh.com/support/

ssh/ .

� Pre-salessupport

http://www.ssh.com/support/ssh/pr e- sale s_sup port.h tml

� Warrantyandmaintenancesupport

http://www.ssh.com/support/ssh/co mmercial_su pport .html

Non-commercialusersarewelcometo submitbugreportsandfeaturerequests,but arenotentitledto support
from SSHCommunicationsSecurity.

� BugReports

http://www.ssh.com/support/toolki ts/bu g- repo rt.htm l

� FeatureRequests

http://www.ssh.com/support/toolki ts/fe ature- reques t.htm l

Note: Theabove two links arefor submissionsonly - you will not receive a responseto emailssentusing
theseforms.
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2.5 Legal Issueswith Encryption

Theencryptionsoftwareincludedin SSHCommunicationsSecurityproductshasbeendevelopedin Europe,
andthereforetheseproductsarenotsubjectto USexport regulations.

TheSecureShellsoftwarecanbeusedin any countrythatallows encryption,includingtheUnitedStatesof
America.
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Chapter 3

Configuring SSHSecureShell

ThischaptergivesinstructionsonconfiguringSSHSecureShell.

3.1 BasicConfiguration

This sectiongoesinto someof thebasicconfigurationoptionsthatmany administratorslike to have setup
(or notsetup,dependingon thescenario).

3.1.1 Default Locationsof Secure ShellFiles

The system files for SSH2 are in /etc/ssh2. The user and system binaries are stored in
/usr/local/bin and/usr/local/sbin , respectively. In /usr/local/sbin , youwill find sshd2.
All theotherbinariesarestoredin /usr/local/bin .

Thesystem-wideconfigurationfilesarethemostimportant.They arein /etc/ssh2/.

Thesystempublickey pair (DSSonly):

� /etc/ssh2/hostkey

� /etc/ssh2/hostkey.pub

Theconfigurationfiles for theclientandserver, respectively:

� /etc/ssh2/ssh2 config

� /etc/ssh2/sshd2 config

SSHSecureShellAdmin Guide c
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14 Chapter 3. Configuring SSHSecureShell

Userscanhavetheirown configurationfiles (andotherfilesaswell). Thesearestoredin ˜/.ssh2.

Host keys that are recognized for any users on the local system should be placed in the
/etc/ssh2/hostkeys directory.

User-specifichostkeysshouldbein ˜/.ssh2/hostkeys.

If you are using host-basedauthentication, the system-wide file for recognized host keys is
/etc/ssh2/knownhosts.

User-specificknown-hostskeysshouldbein ˜/.ssh2/knownhosts.

3.1.2 Generatingthe Host Key

You only needto do this if you want to changeyour hostkey, or if your hostkey wasnot generatedduring
theinstallation.

1. Login asroot

2. Kill any instancesof sshd2 or sshd :

killall sshd

3. Generatethehostkey with thefollowing command:

ssh-keygen2 -P /etc/ssh2/hostkey

4. Restartsshd2 :

sshd2

3.1.3 Ciphers and MACs

Thealgorithm(s)usedfor symmetricencryptionof thesession,canbespecifiedin thesshd2 config and
ssh2 config file.

Ciphers twofish,blowfish

Currentlysupportedciphersaredes , 3des , blowfish , twofish , idea , cast , arcfour , andaes ,
of which all otherthanIDEA areincludedin all distributions. Of theseciphers,Blowfish andTwofish are
especiallysuitablefor file transfers.

TheMAC (MessageAuthenticationCode)algorithm(s)usedfor dataintegrity verification,canalsobespec-
ified in thesshd2 config andssh2 config file.
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MACs hmac-sha1,hmac-md5

Currently hmac-sha1 , hmac-sha1-96 , hmac-md5, hmac-md5-96 , hmac-ripemd160 , and
hmac-ripemd160-96 aresupported.

BothcipherandMAC canalsobedefinedusingcommandline argumentswith ssh2 andscp2 .

$ scp2 -c twofish -m hmac-md5 foobar user@remote:./tmp

Note: Thenameof thealgorithmsarecasesensitive.

3.1.4 Compression

SecureShell usesGNU ZLIB (LZ77) for compression.The ”zlib” compressionis describedin RFC 1950
andin RFC1951.

As defaultcompressionis disabled.It canbeenabledeitherin thessh2 config file

Compression yes

or in thecommandline.

$ ssh2 +C user@remote

Compressionis worth usingif your connectionis slow (for examplemodemconnection).Efficiency of the
compressiondependson thetypeof thefile. It is closeto 0% for alreadypackedfiles like MP3 and50%or
evenmorefor text files.

3.1.5 Configuring Root Logins

If youwantto permitsomeoneto login directlyto theroot login accountviassh,youcandefinethreemethods
of controlin thesshd2 config file.

PermitRootLogin no

This will disableall root logins. To enableroot logins with any authenticationmethod,usethe following
setting:

PermitRootLogin yes

SSHSecureShellAdmin Guide c
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16 Chapter 3. Configuring SSHSecureShell

Youcanlimit theauthenticationmethodsby usingthefollowing setting:

PermitRootLogin nopwd

Thisallows root loginswhensomeotherauthenticationmethodthanpassword is used.

3.1.6 Restricting UserLogins

As default all connectionsareallowed. However, you canrestrictconnectionsbasedon host,usernameor
group.

Therestrictionsaredefinedin thesshd2 config file usingthefollowing syntax.

keyword pattern

Availablekeywords:

� AllowHosts /DenyHosts

Login is allowed/deniedfrom hostswhosenamematchesoneof thespecifiedpatterns.

Example1. Listing completehostnames.

AllowHosts localhost, foobar\.com, friendly\.org

Thisallowsconnectionsonly from specifiedhosts.

Example2. Usingpatternswith hostnames.

AllowHosts t..l.\..*

Thispatternmatcheswith, for example,taulu.foobar.com, tuoli.com, but not tuoli1.com. Notethatyou
haveto inputstring” � . ” whenyouwantit to matchonly a literal dot.

Example3. Usingpatterswith IP-addresses.

AllowHosts ([[:digit:]]{1\,3}\.){3}[[:digit: ]]{1\ ,3}

This patternmatcheswith any IP address(x.y.z.q). However, somehost’s hostnamecouldalsomatch
thispattern.

Example4 Using � i .

AllowHosts "\i192.*\.3"

When � i is usedin the beginning of a pattern,only host IP-addressesareused. The above pattern
matches,for example,with 192.0.0.3 .
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� AllowSHosts /DenySHosts

The.shosts , .rhosts , /etc/shosts.equiv and/etc/hosts.equiv entriesarehonored
only for hostswhosenamematchesone of the specifiedpatterns. It is recommendedto usethese
keywordswith host-basedauthentication.

� AllowUsers /DenyUsers

Login is allowed/deniedasuserswhosenamematchesoneof thespecifiedpatterns.

Example1 Usingcompleteusernames

DenyUsers devil@evil\.org,warezdude,31373

This denieslogin as devil when connectionis coming from evil.org. It alsodenieslogin (from all
addresses)aswarezdudeandasuserwhoseUID is 31373.

Example2 Usingpatternswith usernames

AllowUsers "sj*,s[:isdigit:]+,s(jl|amza)"

Thispatternmatcheswith, for example,sjj, sjjj, s1, s123, andsamzabut notwith s1xor with slj.

Example3 Using � i .

AllowUsers "sjl@\i192.*\.3"

Thiswouldallow login asusersjl to connectonly from thosehostswhoseIP-addressmatcheswith the
specifiedpattern.

� AllowGroups /DenyGroups

Login is allowed/deniedwhen one of the groupsthe userbelongsto matchesone of the specified
patterns.

Example1

AllowGroups root,staff,users

More informationonkeywordsis availablein thesshd2 config manpages.

Note: All the patternsusedin above examplesare in accordancewith SSHREGEX SYNTAX EGREP,
which is thedefault regex syntaxin SSHSecureShellversion3.0. However, theregex syntaxcanbechosen
by usingthemetaconfigblock in thebeginningof ssh2 config andsshd2 config .

## SSH CONFIGURATIONFILE FORMATVERSION 1.1

## REGEX-SYNTAXegrep

## end of metaconfig

Possiblevaluesof REGEX-SYNTAXaressh , egrep , zsh fileglob andtraditional . More infor-
mationis availablein thesshregex manpages.

Previousversionsof SSHSecureShellusealwaysSSHREGEX SYNTAX ZSH FILEGLOB.

SSHSecureShellAdmin Guide c
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18 Chapter 3. Configuring SSHSecureShell

3.2 Configuring SSHSecure Shell for TCP Wrappers Support

To enableusageof TCPWrapperswith SSHSecureShell,do thefollowing asroot :

1. If SSHSecureShellwaspreviously installedfrom binaries,youmaywantto uninstallit beforecontin-
uing.

2. Compilethesourcecode:

./configure --with-libwrap

make

make install

Note: If configure doesnotfind libwrap.a , do thefollowing:

� Locatelibwrap.a
� Runconfigure again:

make distclean

./configure --with-libwrap=/path_to/libwrap.a

3. Createor edit the/etc/hosts.allow and/etc/hosts.deny files.

When a user tries to connectto the SSH SecureShell server, the TCP wrapperdaemon(tcpd )
reads the /etc/hosts.allow file for a rule that matchesthe client’s hostnameor IP. If
/etc/hosts.allow doesnot containa rule allowing access,tcpd reads/etc/hosts.deny

for a rule thatwould deny access.If neitherfile containsanacceptor deny rule, accessis grantedby
default.

Thesyntaxfor the /etc/hosts.allow and/etc/hosts.deny files is asfollows:

daemon : client_hostname_or_IP

Thetypicalsetupis to deny accessto everyonein the/etc/hosts.deny (Thisexampleshowsboth
SSH1andSSH2):

sshd1: ALL

sshd2: ALL

sshdfwd-X11 : ALL

or simply

ALL: ALL

And thenallow accessonly to trustedclientsin the/etc/hosts.allow :

sshd1 : trusted_client_IP_or_hostname

sshd2 : .ssh.com foo.bar.fi

sshdfwd-X11 : .ssh.com foo.bar.fi
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3.3. Configuring SSH2for SSH1Compatibility 19

Basedonthe/etc/hosts.allow file above,userscomingfrom any hostin thessh.comdomainor
from thehostfoo.bar.fi areallowedto getin.

Troubleshooting

1. Makesurethatyouarenothaving any network problems.

2. MakesurethatSSHSecureShellserver is running:

kill -0 ‘cat /var/run/sshd2_22.pid‘

or

kill -0 ‘cat /etc/ssh2/sshd2_22.pid‘

If yougeta message”Nosuch process”, restartthesshd2 daemon.

3. Checkyour /etc/hosts.allow and/etc/hosts.deny files.

� Ensurethattheclient’s IP addressor hostnameis correct.
� If you areusinga hostname,you mustsupplythefully qualifieddomainname.

4. If youchangedsomethingin thesshd2 config file, youneedto HUPthesshd2 daemon.

5. Runtcpdchk andtcpdmatch . Theseprogramsareusedto analyzeandreportproblemswith your
TCPWrapperssetup.Pleaseseethemanpagesfor moreinformationon thesecommands.

3.3 Configuring SSH2for SSH1Compatibility

Note:SSHCommunicationsSecurityconsiderstheversion1 protocoldeprecatedanddoesnot recommend
theuseof it (http://www.ssh.com/products/ssh/cert / ).

TheSSH2andSSH1protocolsarenot compatiblewith eachother. This inconvenienceis necessary, since
the SSH2protocol includesremarkablesecurityandperformanceenhancementsthat would not have been
possibleif protocol-level compatibilitywith SSH1hadbeenretained.

However, thecurrentimplementationsof SSH2andSSH1aredesignedsothat they canbothberun on the
samemachine.Thismakesthetransitionfrom theold but well-establishedSSH1protocolto themoresecure
andmoreflexible SSH2protocolmucheasier. The SSH2server daemonincludesa fallbackfunction that
automaticallyinvokestheSSH1serverwhenrequired.

To setupbothSSH1andSSH2serverson thesameUnix system,youshoulddo thefollowing:

1. Install the latestavailableversionof SSH1.(As of this printing, the latestversionis ssh-1.2.30 .)
TheSSH1compatibilityfallbackrequiresversion1.2.26or later.

SSHSecureShellAdmin Guide c
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20 Chapter 3. Configuring SSHSecureShell

2. InstallSSH2.

3. If you previously hadSSH1installed,pleasemake surethat the old sshd is no longerrun at boot.
Only sshd2 shouldberun. If youhavetheSSH1versionof sshd running,youshouldkill themaster
daemon.Youcanfind its processid in /var/run/sshd.pid .

4. Make surethat /usr/local/sbin/sshd2 is run automaticallyat boot. On mostsystems,you
shouldaddrunningit into /etc/rc.local or under/etc/rc.d .

� Whenyou run sshd2 , theSSH1daemonshouldnot berunning.WhenusingSSH2with SSH1
compatibility, youshouldonly runsshd2 . It will thenautomaticallystartSSH1asneeded.

5. If youdonotwantto reboot,youshouldnow manuallyrun /usr/local/sbin/sshd2 .

3.4 Forwarding

TheSSH2connectionprotocolprovideschannelsthatcanbeusedfor a widerangeof purposes.All of these
channelsaremultiplexedinto asingleencryptedtunnelandcanbeusedfor forwarding(”tunneling”)arbitrary
TCP/IPportsandX11 connections.

3.4.1 X11 Forwarding

To enableX11 forwarding,make surethat the SSHSecureShell softwarewascompiledwith X (you did
not run ./configure with any X disablingoptions). Also, make surethat you have this line in your
/etc/ssh2/sshd2 config file:

ForwardX11 yes

Log into theremotesystemandtypexclock &. Thisstartsa X clock programthatcanbeusedfor testing
theforwardingconnection.If theX clock window is displayedproperly, you have X11 forwardingworking
fine.

NOTE: Do NOT set the DISPLAY variableon the client. You will most likely disableencryption. (X
connectionsforwardedthroughSecureShellusea speciallocaldisplaysetting.)

To forwardX11 traffic on theSSHSecureShellfor WorkstationsWindowsclient:

1. InstallanX server (X emulation)programonWindows(eXceed,Reflection,or thelike)

2. StarttheSSHSecureShellfor WorkstationsWindowsclient

3. SelectEdit - � Settings...- � Tunneling andmakesurethattheForward X11 connectionscheckbox
is checked

4. Saveyoursettingsfor theSSHSecureShellfor WorkstationsWindowsclient
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5. Quit theWindowsclient,startit againandlog into theremotehost

6. StarttheX server (X emulation)program

7. Runxterm or xclock from SSHSecureShell,andit shouldwork.

3.4.2 Port Forwarding

Port forwarding,in otherwordstunneling,is a way to forwardotherwiseinsecureTCPtraffic throughSSH
SecureShell. For example,you cansecurePOP3,SMTP andHTTP connectionsthat would otherwisebe
insecure(seeFigure3.1(Encryptedssh2tunnel)).

Sshdserver

Internet

Encrypted ssh2 tunnel

Terminal
�
session

TCP traffic

Client

Figure3.1: Making insecureTCPconnectionssecureusingchannelsinsidetheencryptedssh2tunnel

Therearetwo kinds of port forwarding: local andremoteforwarding. They arealsocalledoutgoingand
incomingtunnels,respectively. Local port forwardingforwardstraffic comingto a local port to a specified
remoteport.

For example,if you issuethecommand

ssh2 -L local_port:remote:remote_port user@remote

all traffic which comesto port local port on thelocal hostwill beforwardedto port remote port on
theremotehost.

Remoteport forwardingdoesthe opposite:it forwardstraffic comingto a remoteport to a specifiedlocal
port.

For example,if you issuethecommand

ssh2 -R remote_port:local:local_port user@remote

all traffic which comesto port remote port on the remotehostwill be forwardedto port local port

on thelocalhost.

If you have threehosts,client , sshdserver , andappserver , andyou forwardthetraffic comingto
client ’s port x to appserver ’s port y but you connectto sshdserver only, theconnectionbetween
client andsshdserver is secure.SeeFigure3.2 (Forwardingto a third host). Thecommandyou use
would look like thefollowing:

SSHSecureShellAdmin Guide c
�

2001SSHCommunicationsSecurityOyj



22 Chapter 3. Configuring SSHSecureShell

ssh2 -L x:appserver:y user@sshdserver

Internet
�

Encrypted ssh2 tunnel

Terminal
�
session

TCP traffic

Client Sshdserver Appserver

Insecure
connection

Figure3.2: Forwardingto a third host

Forwarding FTP

With SSHSecureShell version3.0 it is possibleto easilyforwardFTPconnectionsby usingthe following
syntax:

ssh2 -L FTP/x:ftpdserver:y user@sshdserver

Both theftp dataandcontrolconnectionwill besecured.

If sshd2 andftpd areondifferentmachines,FTPforwardingworksonly if ftp is runningin passivemode.
However, if sshd2and ftpd are on the samemachine,the forwardingworks regardlessof whetherftp is
runningin passiveor activemode.

3.4.3 Agent Forwarding

SeeSection5.5(UsingAuthenticationAgent).
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Chapter 4

Authentication

This chaptercontainsinstructionson usingdifferentauthenticationmethodswith SSHSecureShell. Please
referto Section6.2(in theAppendix)for thelist of theavailableauthenticationmethods.

4.1 Server Authentication

4.1.1 Public-KeyAuthentication

When public-key authenticationis usedto authenticatethe server, the first connectionis very important.
During thatyou will getamessagesimilar to following.

Host key not found from database.

Key fingerprint:

xezop-fomas-lifot-pisoc-zyvik-hutoz -bafaf -zapy c-lub ev-rik ed-de xax

You can get a public key’s fingerprint by running

% ssh-keygen -F publickey.pub

on the keyfile.

Are you sure you want to continue connecting (yes/no)?

At thispoint,youshouldverify thatthefingerprintis correct.If thefingerprintis notverified,it is possiblethat
theserveryouareconnectingto is nottherealone(man-in-the-middleattack). After verifying thefingerprint,
it is safeto continueconnecting.Theserver’s public key will thenbestoredin the ˜/.ssh2/hostkeys

directory on the client machine. After the first connectionthe local copy of server’s public key will be
usedin serverauthenticationwhich is doneduringDiffie-Hellmankey exchangethrougha singlepublic-key
operation.

If you want to avoid the risk of the first connection,you cancopy the server public key in advanceto the
/etc/ssh2/hostkeys directoryon theclient machineandsettheStrictHostKeyChecking key-

SSHSecureShellAdmin Guide c
�

2001SSHCommunicationsSecurityOyj



24 Chapter 4. Authentication

word in thessh2 config file to yes . After this, ssh2 refusesto connectif server’s public key is not in
the/etc/ssh2/hostkeys directory.

Thekey pairusedfor serverauthenticationis definedin thesshd2 config file.

HostkeyFile <private hostkey>

PublicHostKeyFile <public hostkey>

During installationoneDSA key pair (hostkey andhostkey.pub ) is generatedto the /etc/ssh2/

directory. As default thiskey pair is usedfor serverauthentication.

Startingfrom SSHSecureShellversion3.0servercanhavemultiplehostkeys. It canhaveoneDSA andone
RSAkey pair. Youcouldhave,for example,thefollowing setof settingsin yoursshd2 config file.

# RSA key

HostkeyFile hostkey_rsa

PublicHostKeyFile hostkey_rsa.pub

# DSA key

HostkeyFile hostkey_dsa

PublicHostKeyFile hostkey_dsa.pub

Both keys arereadin memorywhenthesshd2 is startedwhich meansthateitheroneof themcanbeused
to authenticatetheserver.

4.1.2 Certificate Authentication

Serverauthenticationis doneduringtheDiffie-Hellmankey exchangeandin brief this is whathappenswhen
certificatesareused:

� Theserversendsits certificate(which includesits public key) to theclient.

� As theserver certificateis signedwith theprivatekey of a certificationauthority(CA), theclient can
verify thevalidity of theservercertificateby usingtheCA certificate.

� Theclient checksthatthecertificatehasthefully qualifieddomainnameof theserver.

� Theclient verifiesthattheserverhasavalid privatekey by usinga challenge.

Whencertificatesareused,it is impossibleto fall victim of theman-in-the-middleattack,becausetheserver
certificateis checkedto havebeenissuedby a trustedCA.

To usecertificatesfor serverauthentication,do thefollowing:
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1. Enroll a certificatefor theserver. NotethattheDNS Address needsto bethefully qualifieddomain
nameof theserver.

Example: Enrollmentusingssh-certenroll2

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,O=SSH,CN=testserver;dns=tests erver. trust ed.or g"

-a "http://test-ca.trusted.org:8080/pk ix/"

-o /etc/ssh2/hostcert_rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file

/etc/ssh2/hostcert_rsa.prv.

2. Server’s privatekey mustbe in ssh2format. To convert X.509 keys to ssh2format,use-x flag with
ssh-keygen2:

$ ssh-keygen2 -x <keyname>

Private key imported from X.509 format

Successfully saved private key to <keyname>_ssh2

PKCS#12keyscanbeconvertedto ssh2formatusing-k flagwith ssh-keygen2

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check :

Integrity check ok.

Got shrouded key.

New passphrase for private key :

Again :

Successfully saved private key to <keyname>_ssh2

Safe decrypted succesfully.

Got certificate.

Certificate written to file <keyname>_ssh2.crt

3. Copy theCA certificate(s)to theclientmachine.Youcaneithercopy theX.509certificate(s)assuchor
youcancopy a PKCS#7packageincludingtheCA certificate(s).

Certificatescanbeextractedfrom aPKCS#7packageusing-7 flagwith ssh-keygen2.

4. DefinetheCA certificate(s)usedin hostauthenticationin thessh2 config file:

HostCA <ca-certificate>

Only oneCA certificatecanbedefinedperHostCA keyword.

Youcandisableusageof CRLsby usingHostCANoCrls keyword insteadof HostCA .

HostCANoCrls <ca-certificate>

NOTE: CRL usageshouldonly bedisabledfor testingpurposes.Otherwiseit’s alwayshighly recom-
mendedto useCRLs.
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5. DefinealsotheLDAP server(s)in thessh2 config file.

LDAPServers ldap://server1.domain1:port1,ldap://s erver 2.doma in2:p ort2, ...

6. Definetheprivatekey andservercertificatein thesshd2 config file.

HostkeyFile <private key>

HostCertificateFile <server-certificate>

Note: Only thecommercialversionof SSHSecureShellincludescertificatesupport.

4.2 UserAuthentication

Thereareseveraldifferentmethodsto authenticateusersin SSHSecureShell.Theseauthenticationmethods
canbecombinedor usedseparately, dependingon thelevel of functionalityandsecurityyou want.

4.2.1 Password

This authenticationmethodis the easiestto implement,asit is setup by default. Password authentication
usesthe /etc/passwd or /etc/shadow file on your UNIX system,dependingon how your passwords
aresetup.

To make sure password authentication is enabled, the AllowedAuthentications field both
in /etc/ssh2/sshd2 config and /etc/ssh2/ssh2 config files should contain the word
password :

AllowedAuthentications password

Otherauthenticationmethodscanbelistedin theconfigurationfilesaswell.

4.2.2 Public-KeyAuthentication

Per-userconfigurationinformationandencryptionkeys areby default storedin the .ssh2 subdirectoryof
eachuser’shomedirectory.

In the following instructions,Remoteis theSSHSecureShell server machineinto which you aretrying to
connect,andLocal is themachinerunninganSSHSecureShellclient.
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KeysGeneratedwith ssh-keygen2

In orderto setup userpublic-key authentication,eitherusethePublic-Key Manager, ssh-pubkeymgr , or
do a manualsetupaccordingto the following instructions.SeeSection5.7 (UsingPublic-Key Manager)if
youwantto know moreaboutssh-pubkeymgr .

1. To makesurethatpublic-key authenticationis enabled,theAllowedAuthentications field both
in /etc/ssh2/sshd2 config file on Remoteandin /etc/ssh2/ssh2 config file on Local
shouldcontainthewordpublickey :

AllowedAuthentications publickey

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Createa key pairby executingssh-keygen2 onLocal.

Local> ssh-keygen2

Generating 1024-bit dsa key pair

1 oOo.oOo.o

Key generated.

1024-bit dsa, user@Local, Wed Mar 22 2000 00:13:43 +0200

Passphrase :

Again :

Private key saved to /home/user/.ssh2/id_dsa_1024_a

Public key saved to /home/user/.ssh2/id_dsa_1024_a.pub

Ssh-keygen2 will askyou for a passphrasefor thenew key. Entera sufficiently long(20characters
or so)sequenceof any characters(white spacesareOK). Ssh-keygen2 createsa .ssh2 directory
in your homedirectory, andstoresyour new authenticationkey pair in two separatefiles. Oneis your
privatekey whichmustNEVERbemadeavailableto anyonebut yourself.Theprivatekey canonly be
usedtogetherwith thepassphrase.In theaboveexample,theprivatekey file is id dsa 1024 a. The
otherfile id dsa 1024 a.pub is yourpublickey, whichcanbedistributedto othercomputers.

Note: SSHSecureShell3.0 includessupportfor RSA keys. They canbegeneratedby usingthe -t

flagwith ssh-keygen2.

Local> ssh-keygen2 -t rsa

Generating 1024-bit rsa key pair

2 oOo.ooOo.oOo

Key generated.

1024-bit rsa, user@Local, Wed May 02 2001 14:15:41 +0300

Passphrase :

Again :

Private key saved to /home/user/.ssh2/id_rsa_1024_a

Public key saved to /home/user/.ssh2/id_rsa_1024_a.pub

3. Createan identification file in your ˜/.ssh2 directoryonLocal.
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Local> cd ˜/.ssh2

Local> echo "IdKey id_dsa_1024_a" > identification

You now have an identification file which consistsof oneline thatdenotesthefile containing
your identification(your privatekey). For specialapplications,you cancreatemultiple identifications
by executingssh-keygen again.This is, however, notneededin themostcommoncases.

4. Copy yourpublic key (id dsa 1024 a.pub ) to the˜/.ssh2 directoryonRemote.

5. Createanauthorization file in your ˜/.ssh2 directoryon Remote. Add the following line to
authorization :

Key id_dsa_1024_a.pub

This directsthe SSHSecureShell server to useid dsa 1024 a.pub asa valid public key when
authorizingyour login. If you want to login to Remotefrom otherhosts,createauthorizationkeys on
thehosts(steps1 and2) andrepeatsteps3 and4 onRemote.

6. Now youshouldbeableto login to Remotefrom LocalusingSecureShell.

Try to login:

Local>ssh Remote

Passphrase for key "/home/user/.ssh2/id_dsa_1024_a

with comment "1024-bit dsa, created by user@Local

Wed Mar 22 2000 00:13:43 +0200":

After youhaveenteredthepassphraseof yourprivatekey, aSecureShellconnectionwill beestablished.

KeysGeneratedwith ssh-keygen1

SSHSecureShellversion3.0enablestheusageof keys generatedwith ssh-keygen1 . However, thekeys
needto befirst convertedfrom ssh1formatto ssh2format.

$ ssh-keygen2 -1 <keyname>.pub

Successfully converted public key to <keyname>.pub_ssh2

$ ssh-keygen2 -1 <keyname>

Passphrase :

Successfully converted private key to <keyname>_ssh2

PGPKeys

TheSSHSecureShellonly supportstheOpenPGPstandardandthePGPprogramsthatuseit. GnuPGis used
in thefollowing instructions.If you usePGP, theonly differenceis that thefile extensionis pgp insteadof
gpg.
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1. To makesurethatuserpublic-key authenticationis enabled,theAllowedAuthentications field
bothin /etc/ssh2/sshd2 config file on Remoteand/etc/ssh2/ssh2 config file on Lo-
cal shouldcontainthewordpublickey :

AllowedAuthentications publickey

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Copy yourprivatekey ring (secring.gpg ) to the˜/.ssh2 directoryonLocal.

3. Createan identification file in your ˜/.ssh2 directoryon Local if you do not alreadyhave
one.Add thefollowing linesto identification :

PgpSecretKeyFile <filename of the user’s private key ring>

IdPgpKeyName <name of the OpenPGP key in PgpSecretKeyFile>

IdPgpKeyFingerprint <fingerprint of OpenPGP key in PgpSecretKeyFile>

IdPgpKeyId <id of the OpenPGP key in PgpSecretKeyFile>

4. Copy yourpublic key ring (pubring.gpg ) to the˜/.ssh2 directoryonRemote

scp2 pubring.gpg user@remote_host:.ssh2

5. Createanauthorization file in your ˜/.ssh2 directoryon Remote. Add thefollowing linesto
authorization :

PgpPublicKeyFile <filename of the user’s public key ring>

PgpKeyName <name of the OpenPGP key>

PgpKeyFingerprint <fingerprint the OpenPGP key>

PgpKeyId <id of the OpenPGP key>

6. Now youshouldbeableto login to Remotefrom LocalusingSecureShell.

Try to login:

Local>ssh Remote

Passphrase for pgp key "user (comment) <user@Local>":

After you haveenteredthepassphraseof yourPGPkey, aSecureShellconnectionwill beestablished.

Optional Extra Configuration

� It is possibleto havesomedifferentsettingsdependingonwhichkey is usedin public-key authentica-
tion. Yourauthorization file could,for example,look like thefollowing:

Key master.pub

Key maid.pub

Options allow-from=".*\.trusted\.org"

Key butler.pub

Options deny-from=".*\.evil\.org",deny-from= "phon ey.or g",no- pty
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When someonenow logins using master key, the connectionis not limited in anyway by
authorization file. However, if maid key is used,only connectionsfrom certainhostswill
be allowed. And if butler key is used,connectionsaredeniedfrom certainhostsandin addition
allocationof tty is prevented.

Note: The Options keyword is availableonly in SSH SecureShell version3.0 and later. In the
previousversionstheonly key-specifickeyword is command.

More informationonoptions (andcommand) keyword is availablein thessh2 manpages.

� Theper-userconfigurationdirectorycanbechangedby settingtheUserConfigDirectory key-
word in thesshd2 config file.

4.2.3 Host-BasedAuthentication

Thefollowing termswill beusedin thisexample:

Remoteis theSSHSecureShell server into which you aretrying to connect.RemoteUseris theusername
on theserver into which you would like to login. Local is themachinerunninga SSHSecureShell client.
LocalUseris theusernameon theclientmachinethatshouldbeallowedto login to RemoteasRemoteUser.

1. First, install SSHSecureShell on the Local andRemotemachines.Do not forget to generatea host
key. If your installationdid this, or if you alreadyhave a copy of your /etc/ssh2/hostkey and
/etc/ssh2/hostkey.pub, youcanskip thehostkey generation.Otherwise,do this:

# ssh-keygen2 -P /etc/ssh2/hostkey

Note: In SSHSecureShellversion3.0andlateryou canalsouseRSAkeys.

2. Copy theLocalmachine’s /etc/ssh2/hostkey.pub file overto theRemotemachineandnameit

/etc/ssh2/knownhosts/ hostname.domain.s sh-dss .pub

In theplaceof hostname.domain above, you mustusethe long hostnameof theLocal machine
(the fully qualifieddomainname). You will run into problemsif the systemdoesnot recognizethe
hostnameashostname.domain.somewhere.com but recognizesit only ashostname . You
canfind thisoutwhile runningsshd2 in verbosemodewhentrying to makeconnections.

TheRemotemachinenow hastheLocal machine’s public key, so theRemotemachinecanverify the
Local machine’s identity basedon a public-key signature.By contrast,rsh only usesthe IP address
for hostauthentication.

Note: If you use RSA keys the name of the Local machine’s
/etc/ssh2/hostkey.pub file over to the Remote machine need to be
/etc/ssh2/knownhosts/ hostname.domain.s sh-rsa .pub .

3. To makesurethatSSHSecureShellfindsyourcompletedomainname,not just thehostname,edit the
following line in the/etc/ssh2/ssh2 config file onLocal:

DefaultDomain yourdomain.com
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4. On theRemotemachine,createa file in thehomedirectoryof RemoteUser, named.shosts. The
contentsof this file shouldbethelong hostnameof Local, sometabsor spaces,andtheusernameof
LocalUser.

Contentsof ˜/.shosts:

localhostname.yourdomain.com LocalUser

Be sureto chown andchmod the .shosts file. The .shosts file mustbeownedby RemoteUser
andshouldhavemode0400.

5. Checkthefiles /etc/ssh2/sshd2 config onRemoteand/etc/ssh2/ssh2 config onLo-
cal. Make surethat the AllowedAuthentications field containsthe word hostbased . For
example,it mayread:

AllowedAuthentications hostbased,passwd

It doesnotmatterwhatelseis in there.Justmakesurethatthehostbased keywordis first in thelist.

6. Also checkthat IgnoreRhosts is set to no in the your /etc/ssh2/sshd2 config file on
Remote.

IgnoreRhosts no

If youhadto modify thesshd2 config file, you will have to senda HUPsignalto sshd2 to make
thechangetakeeffect.

# kill -HUP ‘cat /var/run/sshd2_22.pid‘

or

# kill -HUP ‘cat /etc/ssh2/sshd2_22.pid‘

7. Youshouldbeall set.

OnLocal, log in asLocalUserandgive thecommand

ssh RemoteUser@Remote uptime

Youshouldgetbacktheresultsof uptime runonRemote.

Thefirst timeyourunssh to thatparticularserver, youwill haveto answeryeswhenaskedif youwant
to connectto theserver. This is becausethelocalssh doesnotyethavetheremoteserver’spublickey.
Thiswill only happenwhenconnectingfor thefirst time.
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Troubleshooting

� Did younamethehostkey file appropriately?It shouldbeeither

/etc/ssh2/knownhosts/HOSTNAME.ssh -dss. pub

or

/etc/ssh2/knownhosts/HOSTNAME.ssh -rsa. pub

whereHOSTNAMEhasto bethelonghostname(fully qualifieddomainname).

� Did youcopy thehostkey properly?

� Checkthatthekey onRemoteis actuallythesameashostkey.pub onLocal.

OnLocal:

$ ssh-keygen2 -F /etc/ssh2/hostkey.pub

OnRemote:

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-ds s.pub

or

$ ssh-keygen2 -F /etc/ssh2/knownhosts/hostname.domain. ssh-rs a.pub

Thekey fingerprintsshouldmatch.

� Checkyourspellingin the .shosts file.

� Makesurethe.shosts file is ownedby RemoteUserandcheckthatits permissionsare0400.

# ls -la ˜/.shosts

-r-------- 1 RemoteUser users 178 May 28 15:05 /home/RemoteUser/.shosts

� Makesurethatthehomedirectoryis ownedby RemoteUser.

� Run the server with the -d3 option. This is a good way to seeif a host key file is missing,or if
somethingis misconfigured.

UsingCertificates

It is possibleto usea certificateinsteadof the traditionalpublic key pair to authenticatetheLocal host. In
brief, this is whatyou needto do:

1. Enablehost-basedauthenticationin ssh2 config on Local andin sshd2 config on Remoteby
usingtheAllowedAuthentications keyword.

2. DefineLocal’sservercertificatein sshd2 config onLocal.
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HostKeyFile <private key>

HostCertificateFile <server-certificate>

Thecertificatemustcontaina dnsextensionwhichcontainsthefully qualifieddomainnameof Local.

3. SettheDefaultDomain in ssh2 config onLocal.

4. SetHostCA andLdapServers in sshd2 config onRemote.

HostCA <trusted-ca-certificate>

LdapServers ldap://server.domain:port

5. Makesurethatthecontentsof ˜/.shosts onRemoteis

localhostname.yourdomain.com LocalUser

More informationis availablein thessh-certificates manpagesandin Sections4.1.2(Server) and
4.2.4(User).

Optional Extra Configuration

To make thehost-basedauthenticationmoresecure,youmightwantto considerthefollowing items:

� Settingthe AllowSHosts andDenySHosts keywordsin the sshd2 config file you canfilter
the.shosts , .rhosts , /etc/hosts.equiv and/etc/shosts.equiv entries.

� If you want to allow only global configuration files (/etc/hosts.equiv and
/etc/shosts.equiv ), make sure that you have the following in your sshd2 config

file.

IgnoreRhosts yes

After this .shosts and.rhosts fileswill notbeusedin host-basedauthentication.

� To forceanexactmatchbetweenthehostnamethattheclientsendsto theserverandtheclient’sDNS
entry, makesurethatyou havethefollowing definitionin yoursshd2 config file.

HostbasedAuthForceClientHostnameD NSMatch yes

Pleasenotethatwith theabovedefinitionhost-basedauthenticationthroughNAT will notwork.

Note:Thiskeyword is availablein version3.0andlater.

SSHSecureShellAdmin Guide c
�

2001SSHCommunicationsSecurityOyj



34 Chapter 4. Authentication

4.2.4 Certificate Authentication

In brief, certificateauthenticationworksthefollowing way:

� Clientsendstheusercertificate(which inludesuser’spublic key) to theserver.

� ServerchecksusingtheCA certificatethattheuser’scertificateis valid.

� Server checksfrom its mappingfile(s) whetherlogin is allowed or not using the usercertificatein
question.

� Finally, if connectionis allowed, server makessurethat the userhasa valid privatekey by usinga
challenge.

Comparedto traditionalpublic-key authenticationthis methodis moresecurebecauseit is checkedthat the
usercertificatewasissuedby a trustedCA. In addition,certificateauthenticationis moreconvenientbecause
no localdatabaseof userpublickeys is requiredon theserver.

Note: Only thecommercialversionof SSHSecureShellincludescertificatesupport.

Server-SideConfiguration

Configuretheserver-sidethefollowing way:

1. AcquiretheCA certicateandcopy it to theservermachine.Youcaneithercopy theX.509certificate(s)
assuchor you cancopy a PKCS#7packageincludingtheCA certificate(s).

Certificatescanbeextractedfrom aPKCS#7packageusing-7 flagwith ssh-keygen2.

2. Certificateauthenticationis part of publickey authenticationmethod. Make surethat you have
enabledit in thesshd2 config file:

AllowedAuthentications publickey

3. SpecifytheCA certificateandthemappingfile(s) in thesshd2 config file:

Pki <ca-cert-path>

MapFile <map-file-path>

Youcandisableusageof CRLs,by addingPkiDisableCRLs keywordbelow thePki keyword.

PkiDisableCRLs yes

NOTE: CRL usageshouldonly bedisabledfor testingpurposes.Otherwiseit’s alwayshighly recom-
mendedto useCRLs.

YoucandefineseveralCA certificatesby usingseveralPki keywords.
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Pki <ca-cert-path1>

MapFile <map-file-path1>

Pki <ca-cert-path2>

MapFile <map-file-path1>

MapFile <map-file-path2>

Note that multiple MapFile keywordsare permittedper Pki keyword. Also, if no mappingfile
is defined,all connectionsaredeniedeven if usercertificatescanbe verified using the definedCA
certificate.

4. DefinealsotheLDAP server(s)in thesshd2 config file.

LDAPServers ldap://server1.domain1:port1,ldap://s erver 2.doma in2:p ort2, ...

5. Next you needto createthe mapfile. It specifieswhich certificatesauthorizelogging in with which
accounts.

Theformatof thefile is thefollowing:

<account-id> <keyword> <arguments>

Thekeyword canbeeitherEmail , Subject , SerialAndIssuer , or EmailRegex . Theargu-
mentsdependonthekeyword.

� Email : argumentsis theemailaddresswhichmustbepresentin thecertificate.
� Subject : argumentsis the requiredsubjectnamein LDAP DN (distinguishedname)string

format.
� SerialAndIssuer : argumentsis the requiredserialnumberandissuernamein LDAP DN

stringformat,separatedby spaces/tabs.
� EmailRegex : argumentsis theregexp whichmustmatchto anemailaddressin thecertificate.

If account-id containsstring%subst%,it is substitutedwith thefirst parenthesizedpartof the
regexp.ThepatternsarematchedusingtheSSHREGEXSYNTAXEGREP.

Examples

testuser email testuser@ssh.com

testuser subject C=FI,O=SSH,CN=Secure Shell Tester

testuser serialandissuer 1234 C=FI,O=SSH,CN=Secure Shell Tester

%subst% emailregex ([a-z]+)@ssh\.com

The last line permitsloggingwith any email addresswith only lettersin the usernameto the corre-
spondingaccount.

Client-SideConfiguration

Configuretheclientsideaccordingto thecertificatestoragemethodused;softwareor aPKCS#11token(for
example,smartcard).
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SoftwareCertificates

1. Enroll acerticatefor yourself.

Example: Enrollmentusingssh-certenroll2

$ /ssh-certenroll2 -g -p id:key -e

-s "C=FI,O=SSH,CN=user;email=user@trus ted.or g"

-a "http://test-ca.trusted.org:8080/pk ix/"

-o /home/user/.ssh2/user_rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file

/home/user/.ssh2/user_rsa.prv.

2. The private key must be in ssh2format. To convert X.509 keys to ssh2format, use -x flag with
ssh-keygen2:

$ ssh-keygen2 -x <keyname>

Private key imported from X.509 format

Successfully saved private key to <keyname>_ssh2

Also PKCS#12keyscanbeconvertedto ssh2format.This is doneby using-k flag with ssh-keygen2

$ ssh-keygen2 -k <keyname>

Password needed for PFX integrity check :

Integrity check ok.

Got shrouded key.

New passphrase for private key :

Again :

Successfully saved private key to <keyname>_ssh2

Safe decrypted succesfully.

Got certificate.

Certificate written to file <keyname>_ssh2.crt

3. Makesurethatpublic-key authenticationis enabledin thessh2 config file.

AllowedAuthentications publickey

4. Specifytheprivatekey of yoursoftwarecertificatein the˜/.ssh2/identification file.

CertKey <private-key-path>

Thecertificateitself will bereadfrom private-key-path.crt .

c
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PKCS #11Tokens

1. Enablepublic-key authenticationin thessh2 config file.

AllowedAuthentications publickey

2. Definealsotheexternalkey providerandinitial string.

EkProvider <provider-name>

EkInitString <init-string>

Theabovecanbealsodefinedrespectively using-E and-I flagswith ssh2 .

4.2.5 KerberosAuthentication

WhenKerberossupportis enabled,it is possibleto authenticateusingKerberoscredentials,forwardableTGT
(ticketgrantingticket)andpassingTGT to remotehostfor singlesign-on.It is alsopossibleto useKerberos
passwordauthentication.PleasenotethatSSHSecureShellonly supportsKerberos5.

To enableKerberossupport,pleasedothefollowing:

1. Compilethesource:

./configure --with-kerberos5

make

make install

2. Makesurethatyouhave thefollowing line in your /etc/ssh2/sshd2 config file:

AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

3. Also, makesurethatyouhave thefollowing line in your /etc/ssh2/ssh2 config file:

AllowedAuthentications kerberos-1@ssh.com,kerberos-tgt-1@ssh .com

If you areusingSSHSecureShellversion3.0or later, make surethatyou usethenew versionsof kerberos
authenticationmethods:

AllowedAuthentications kerberos-2@ssh.com,kerberos-tgt-2@ ssh.c om

Note: SSHCommunicationsSecurity doesnot provide technicalsupport on how to configurekerberos.
Our support coversonly SSHSecureShellapplicationsand sourcecode.
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4.2.6 PluggableAuthentication Modules(PAM)

WhenPAM is used,SSHSecureShelltransfersthecontrolof authenticationto theLinux-PAM library, which
will thenloadthemodulesspecifiedin thePAM configurationfile. Finally, theLinux-PAM library tellsSSH
SecureShellwhetheror not theauthenticationwassuccessful.SSHSecureShellneitherknows or caresof
theactualauthenticationmethodemployedby Linux-PAM. Only thefinal resultis of interest.

To enablePAM support,pleasedothefollowing:

1. Compilethesource:

./configure

make

make install

By default, thePAM servicenameis sshd2 . If you wantto changeit, you canaddtheconfigureflag
--with-daemon-pam-service-name=na me.

2. Makesurethatyouhave thefollowing linesin your /etc/ssh2/sshd2 config file:

AllowedAuthentications pam-1@ssh.com

SshPamClientPath /full/path/to/ssh-pam-client

Note: By default,SshPamClientPath is /usr/local/bin/ssh-pam-client .

3. Edit your /etc/ssh2/ssh2 config file sothatthepam-1@ssh.comauthenticationmethodis al-
lowed.

ThePAM configurationis eitherin /etc/pam.conf or in /etc/pam.d/sshd2 . Themodulesareusu-
ally eitherin the /lib/security directoryor in the /usr/lib/security directory. Currently, SSH
SecureShellsupportsPAM onLinux andonSolaris2.6or later.

Theremustbeat leastoneauth , oneaccount , andonesession modulein theconfigurationfile. Oth-
erwise,theconnectionwill berefused.Also, moduleswhich requirePAMTTY will not work becauseTTY
allocationis donein SSHSecureShellaftertheauthentication.

Examples

1. /etc/pam.d/sshd2 file onRedHatLinux:

auth required /lib/security/pam_pwdb.so shadow nullok

auth required /lib/security/pam_nologin.so

account required /lib/security/pam_pwdb.so

password required /lib/security/pam_cracklib.so

password required /lib/security/pam_pwdb.so shadow nullok use_authtok

session required /lib/security/pam_pwdb.so
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2. /etc/pam.conf entryonSolaris:

sshd2 auth required /usr/lib/security/pam_unix.so debug

sshd2 account required /usr/lib/security/pam_unix.so debug

sshd2 password required /usr/lib/security/pam_unix.so debug

sshd2 session required /usr/lib/security/pam_unix.so debug

Note: SSH CommunicationsSecurity doesnot provide technical support on how to configure PAM.
Our support coversonly SSHSecureShellapplicationsand sourcecode.

4.2.7 SecurID

Pleasefamiliarizeyourselfwith theRSAACE/Serverdocumentationbeforereadingfurther.

In theinstructionsbelow, the/top directoryrefersto theRSAACE/Server top-level directory.

1. In orderto haveSecurIDsupport,youneedto compilethesourceonamachinewhereRSAAce/Server
(masteror slave)or RSAAce/Agentsoftwareis alreadyinstalled,configuredandrunning.

./configure --with-serversecurid[=/PATH]

make

make install

Replace/PATH with theabsolutePATH to thedirectorycontainingthefollowing files:

� sdclient.a
� sdacmvls.h
� sdconf.h
� sdi athd.h
� sdi size.h
� sdi type.h
� sdi defs.h

Theabovefilesarenormallyin /top/ace/examples .

Note: If youdonotwantto makethecompilationasroot,makesurethatall theabovefilesarereadable.

2. Make surethat you have the following line both in your /etc/ssh2/sshd2 config file andin
your /etc/ssh2/ssh2 config file:

AllowedAuthentications securid-1@ssh.com

3. Checkthattheuser’sshell is not /top/ace/prog/sdshell .
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4. StarttheRSA ACE/Server.

5. Checkthat theVAR ACE environmentvariableis set. It hasto besetbeforestartingsshd2 , andits
valuemustbe/top/ace/data .

6. Startsshd2 .

Note: SSH Communications Security doesnot provide technical support on how to configure RSA
ACE/Server. Our support coversonly SSHSecureShellapplicationsand sourcecode.
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Chapter 5

UsingSSHSecureShell

This chapterprovidesinformationon how to usetheSSHSecureShellsoftwaresuiteafter it hasbeensuc-
cessfullyinstalledandsetup.

5.1 Using the Secure ShellServer Daemon(sshd2)

Theserverdaemonprogramfor SecureShellis calledsshd2 .

Sshd2 is normallystartedatboottime from /etc/rc.local or its equivalent.It forksanew daemonfor
eachincomingconnection.Theforkeddaemonshandlekey exchange,encryption,authentication,command
execution,anddataexchange.

TheSecureShelldaemonis normally run asroot. If it is not run asroot, it canonly log in astheuserit is
runningas,andpassword authenticationmaynot work if thesystemusesshadow passwords.An alternative
hostkey file mustalsobeused.

5.1.1 Manually Starting the Secure ShellServer Daemon

To manuallystarttheSecureShelldaemon,typethecommandsshd . (Note: If theinstallationwassuccess-
fully completed,sshd is a symboliclink to sshd2 . If you alsohave SSH1installed,theSSH2installation
processmodifiesthe existing link. If SSH1compatibility is desired,sshd2 canbe configuredto execute
sshd1 whentheclientonly supportsSSH1.)

Sshd2canbeconfiguredusingcommand-lineoptionsor aconfigurationfile. Command-lineoptionsoverride
valuesspecifiedin theconfigurationfile.
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5.1.2 Automatically Starting the Secure ShellServer Daemonat Boot Time

If you have installedfrom RPM packageson RedHator on SuSE,sshd2 is alreadystartingat boot time.
Thesameis trueif youhave installedfrom depot in HP-UX.

In thefollowing, two differentwaysof startingSecureShellDaemonat boottime areintroduced.If neither
of thesework in your system,referto your operatingsystemdocumentationon how to startservicesat boot
time.

Starting fr om /etc/rc.d/rc.local

In orderto startsshd2 automaticallyat boot time on SystemV basedoperatingsystems,thereshouldbe
symboliclinks to its startupscript in /etc/rc.d/rc?.d , where”?” is therunlevel. You caneitheradd
theselinks manuallyor usechkconfig . Thestartupscriptsshd2 shouldbein the/etc/rc.d/init.d

directory.

Note: Chkconfig is only availableonRedHat.In SuSE,addthesymboliclinks manually.

If youwantto usechkconfig , checkthatthefirst linesin sshd2 aresimilar to thefollowing ones:

#!/bin/sh

#

# Author: Sami Lehtinen <sjl@ssh.com>

#

# sshd2 This shell script takes care of starting

# and stopping sshd2.

#

# chkconfig: 345 34 70

# description: Secure Shell daemon

#

Thismeansthatsshd will bestartedin runlevels3, 4 and5, andthatits startingpriority is 34andits killing
priority is 70. You canchoosethe runlevelsandprioritiesasyou wantaslong assshd is startedafter the
network is up.

After addingthelinks manuallyor giving thecommand

chkconfig --add sshd2

youshouldhave links /etc/rc.d/rc?.d , similar to

lrwxrwxrwx 1 root root 14 Aug 16 10:07 S34sshd -> ../init.d/sshd

lrwxrwxrwx 1 root root 14 Aug 16 10:07 K70sshd -> ../init.d/sshd
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Starting fr om /etc/rc.local

On BSD basedoperatingsystems,you have to adda similar line to the following to the rc.local file in
/etc directory:

echo "Starting sshd2..."; /usr/local/sbin/sshd2

After this, theSecureShelldaemonwill startautomaticallyatboottime.

5.1.3 Operation of the Server Daemon

Whensshd2 is started,it begins to listenon a port for a socket. Thedefault port is port 22, now a well-
known port for SecureShell. This canbechangedto suit any customenvironments,e.g. if you want to run
sshd2 from a non-privilegedaccount;however, make surethatno otherprocessis usingtheport you are
planningto use. The SecureShell daemoncanalsobe startedfrom the Internetdaemoninetd . For the
purposeof this text, it is assumedthatsshd2 is not invokedthroughinetd but startedon its own.

Whenthe daemonis listeningfor a socket, it waits until a client initiatesa socket connection.Oncecon-
nected,the daemonforks a child process,which in turn initiateskey exchangewith the client. The child
processhandlestheactualconnectionwith theclient, includingauthentication,supportedciphernegotiation,
encrypteddatatransfer, andterminationof the connection.After the connectionhasbeenterminated,the
child processterminatesaswell. Theparentprocessremainslisteningfor otherconnectionsuntil explicitly
stopped.

Login Process

Whena usersuccessfullylogsin, sshd2 doesthefollowing:

1. Changesto runwith normaluserprivileges.

2. Setsupbasicenvironment.

3. Reads/etc/environment if it exists.

4. Changesto theuser’shomedirectory.

5. Runstheuser’sshellor specifiedcommand.

5.1.4 Resettingand Stopping the Server Daemon

When the Secure Shell daemon is started, its process identifier (PID) is stored
in /var/run/sshd2 22.pid or, if the directory /var/run does not exist, in
/etc/ssh2/sshd2 22.pid . Thismakesit easyto kill theappropriatedaemon:
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kill ‘cat /var/run/sshd2_22.pid‘

or sendsignalsto it:

kill -SIGNAL ‘cat /var/run/sshd2_22.pid‘

TheSecureShelldaemonhandlessignalslike inetd : youcansendit aSIGHUPsignalto makeit rereadits
configurationfile. Thedaemoncanbestoppedby sendingtheSIGKILL signal.

5.1.5 Configuration File and Command-Line Options

Sshd2 readsconfigurationdatafrom /etc/ssh2/sshd2 config (or thefile specifiedwith -f on the
commandline). Thefile containskeyword-valuepairs,oneper line. Linesstartingwith a numbersign# as
well asemptylinesareinterpretedascomments.

For detailedinformationabouttheoptionsavailablein theconfigurationfile andonthecommandline, please
referto thesshd2config(5) andto thesshd2(8) manualpages.

5.1.6 Subsystems

Subsystemscanbedefinedin thesshd2 config file usingthefollowing syntax.

subsystem-<name> argument

Theargument is thecommandwhichwill beexecutedwhenthesubsystemis requested.

$ ssh2 -s <name> user@remote

Theargument canbea list of commandsseparatedwith ; or it can,for example,referto a script.

Oneexampleof asubsystemis sftp .

subsystem-sftp /usr/local/bin/sftp-server

5.2 Using the Secure ShellClient (ssh2)

ThebasicSecureShellclientprogramis calledssh2 .
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Ssh2 canbeusedeitherto initiate aninteractive session,resemblingrlogin , or to executea commandin
a waysimilar to thersh command.

TheSecureShellclientconnectsto theserveronport22,which is a well-known port for SecureShell.

5.2.1 Starting the Secure ShellClient

Ssh2 hasa verysimplesyntax:

ssh2 [options] hostname [command]

Themostcommonusageis to establishaninteractive sessionto a remotehost.This canbedonesimply by
typing ssh hostname.domain . A real-world examplecouldbessh somehost.ssh.com . As with
rsh andrlogin , theuserID to beusedcanbespecifiedwith the-l option.

Note: As shown in theabove example,in thenormalcase,you do not have to typessh2 . The installation
processcreatesa symbolic link, ssh , that points to the actualssh2 executable. If you alsohave SSH1
installed,youwill needto typessh1 to run theSSH1client.

Thessh2 command-lineoptionsaredocumentedin detailon thessh2(1) manualpage.

5.2.2 Configuration File and Command-Line Options

Ssh2 reads configuration data from /etc/ssh2/ssh2 config and from
$HOME/.ssh2/ssh2 config (or the file specifiedwith -F on the commandline). The file con-
tains keyword-valuepairs, one per line. Lines startingwith a numbersign # as well as empty lines are
interpretedascomments.For detailedinformationaboutthe optionsavailablein theconfigurationfile and
on thecommandline, pleasereferto thessh2config(5) andto thessh2(5) manualpages.

5.3 UsingSecure Copy (scp2)

Scp2is a programfor copying files over thenetwork securely. It usesssh2 for datatransfer, andusesthe
sameauthenticationandprovidesthesamesecurityasssh2 .

Scp2 usesa specialfile transferprotocolfor thedataexchangebetweentheclient andserver. This is not to
beconfusedwith FTP.

Thebasicsyntaxfor scp2 is like this:

scp user@source:/directory/file user@destination:/directory/file
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Note: As shown in theabove example,in thenormalcase,you do not have to typescp2 . The installation
processcreatesa symbolic link, scp , that points to the actualscp2 executable. If you alsohave SSH1
installed,youwill needto typescp1 to run theSSH1client.

Scp2 canbeusedto copy files in eitherdirection;thatis, from thelocalsystemto theremotesystemor vice
versa.Local pathscanbe specifiedwithout the user@system: prefix. Relative pathscanalsobe used;
they areinterpretedrelative to theuser’shomedirectory.

Thescp2 command-lineoptionsaredocumentedin detailon thescp2(1) manualpage.

5.4 UsingSecure File Transfer (sftp2)

Sftp2is a FTP-like client thatworksin a similar fashionto scp2 . Justlike scp2 , sftp2 runswith normal
userprivilegesandusesssh2 for transport.Eventhoughit functionslike ftp , sftp2 doesnotusetheFTP
daemonor theFTP client for its connections.Thesftp2 client canbeusedto connectto any hostthat is
runningtheSecureShellserverdaemon(sshd2 ).

Thebasicsyntaxfor sftp2 is like this:

sftp [options] hostname

Note: As shown in theaboveexample,in thenormalcase,you do not have to typesftp2 . Theinstallation
processcreatesa symboliclink, sftp , thatpointsto theactualsftp2 executable.sftp wasnot included
in SSH1.

Actualusageof sftp2 is similar to thetraditionalftp program.

Thesftp2 command-lineoptionsaredocumentedin detailon thesftp2(1) manualpage.

5.5 UsingAuthentication Agent (ssh-agent2, ssh-add2)

Ssh-agent2 is a programto hold privatekeys for authentication.With Ssh-add2, you canaddidentitiesto
theauthenticationagent.Whenyouusetheauthenticationagent,it will automaticallybeusedfor public-key
authentication.This way, you only have to type thepassphraseof your privatekey onceto theagent.Au-
thenticationdatadoesnothave to bestoredonany othermachinethanthelocalmachine,andauthentication
passphrasesor privatekeysnevergoover thenetwork.

Startssh-agent2 with thecommand

eval ‘ssh-agent2‘

or with thecommand
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exec ssh-agent $SHELL

After that,youcanaddidentitieslike this:

% ssh-add2 id_dsa_1024_a

Adding identity: id_dsa_1024_a

Need passphrase for id_dsa_1024_a (1024-bit dsa,

user@localhost, Tue Aug 01 2000 19:41:42).

Enter passphrase:

Whenyouconnectto a remotehostandusepublic-key authentication,you will getstraightin.

If youwanttheconnectionto theagentto beforwardedoverssh remotelogins,youshouldhavethis line in
your /etc/ssh2/sshd2 config file:

AllowAgentForwarding yes

The ssh-agent2 andssh-add2 command-lineoptionsaredocumentedin detail on the ssh-agent2(1)
andssh-add2(1) manualpages.

5.6 UsingChroot Manager (ssh-chrootmgr)

Ssh-chrootmgr is a helperapplicationto beusedin instanceswhereyou would like to restrictusersto their
own homedirectorywhenthey usessh2andsftp2. Note that this worksonly for staticbuilds, becausethey
do not useany sharedlibraries.Also, this functionalityis not availabledirectly in thebinaries,anddoesnot
work onSolaris.

1. First,compilethesource.

./configure --enable-static

make

make install

2. Runssh-chrootmgr with root privilegesandspecifytheappropriateusernameson thecommand
line.

ssh-chrootmgr user1 user2 user3

If you want,you canrun ssh-chrootmgr with the -v optionto getmoreinformation,or with the
-q optionto suppressany output.

3. Edit thefollowing line in theconfigurationfile /etc/ssh2/sshd2 config:
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ChRootUsers user1,user2,user3

If all theusersarein thesamegroup,edit thefollowing instead:

ChRootGroups group1,group2,group3

4. Edit the/etc/passwd file sothattheuser’sshell is /bin/ssh-dummy-shell .

5. Try to connectwith sftp , for exampleasuser1 , andverify thattheenvironmentis chrooted.

The ssh-chrootmgr command-lineoptionsaredocumentedin detail on the ssh-chrootmgr(1) manual
page.

If youwantto establishachrootedenvironmentmanuallywithoutusingssh-chrootmgr , dothefollowing
aftercompilingstaticbinaries:

1. Createa bin directoryundertheuser’shomedirectory

2. Copy ssh-dummy-shell.static and sftp-server2.static from the
/usr/local/bin directoryto the$HOME/bin directory

3. Createthefollowing symboliclinks:

ln -s sftp-server2.static sftp-server

ln -s ssh-dummy-shell.static ssh-dummy-shell

4. As root,edit the/etc/passwd file sothattheuser’sshell is /bin/ssh-dummy-shell .

5.7 UsingPublic-Key Manager (ssh-pubkeymgr)

Ssh-pubkeymgr createsthe userfiles neededto usepublic-key authenticationwith ssh2. After all the
requiredfileshavebeencreated,it providesaninterfacethatcanuploadyouruserpublickey to aremotehost
usingscp2.

In the following usageexample,it is assumedthat userEt hasnot yet generatedany keys. Et is currently
loggedon hostEarth andwantsto usepublic-key authenticationbetweenthe hostsEarth andHome. The
usernameis Et in bothhosts,EarthandHome.

1. Ssh-pubkeymgris startedby giving thecommand

ssh-pubkeymgr

2. Ssh-pubkeymgrrunsssh-keygen2 andpromptsEt for a passphrase:
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Checking for existing user public keys..

Couldn’t find your DSA keypair.. I’ll generate you a new set..

Running ssh-keygen2... don’t forget to give it a passphrase!

Generating 1024-bit dsa key pair

4 .oOo.oOo.ooO

Key generated.

1024-bit dsa, Et@Earth, Fri Aug 18 2000 15:48:38 +0300

Passphrase :

Again :

Private key saved to /home/Et/.ssh2/id_dsa_1024_a

Public key saved to /home/Et/.ssh2/id_dsa_1024_a.pub

Creating your identity file..

Creating your authorization file..

...

3. Next, ssh-pubkeymgr asksif any hostsneedto beaddedto theauthorizationfile. In orderto use
public-key authenticationwhenconnectingfrom Hometo Earth, theanswermustbeyes .

Do you want to add any hosts to your authorization file?

(Default: yes)

4. After this, thesystemasksfor therequiredinformation:

Type in their hostname, press return after each one.

Press return on a blank line to finish.

Add which user?

Et

Add which host?

Home

You added Et at Home as a trusted login.

Press return to continue or Ctrl-D to exit.

5. Next, theuserpublic key canbeuploadedto a remotehost:

Do you want to upload Et@Earth key to a remote host? (Default: yes)

Upload to which host?

Home

Which user account?

Et

Where is the Et’s home directory?

(e.g. /home/anne, /u/ahc, etc.)

/home/Et

Now running scp2 to connect to ssh2-test3..

Most likely you’ll have to type a password :)

Et@Home’s password:
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Et-Earth.pub | 738B | 0.7 kB/s | TOC: 00:00:01

| 100%

Press return to upload to more hosts or Ctrl-D to exit.

Everythingis now setup on hostEarth. Now, userEt hasto connectto hostHomewith ssh2 andrun the
commandssh-pubkeymgr onhostHome. After this,userEt canusepublic-key authentication.

If you arenot promptedfor a passphraseaftersettingup thepublic-key authentication,checkthatyou have
all thekeys listedin theauthorizationfile in your$HOME/.ssh2 directory.
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Chapter 6

Appendix

6.1 SupportedCryptographic Algorithms and Standards

Thissectionlists thesupportedcryptographicalgorithmsandstandardsin SSHSecureShell.

Thesupportedpublic-key algorithmsare:

� RSA(768-,1024-,2048-or 3072-bitkey)

� DSA (768-,1024-,2048-or 3072-bitkey)

Thesupporteddataintegrity algorithmsare:

� SHA-1(20-bytekey, RFC2104)

� MD5 (16-bytekey, RFC2104)

For symmetricencryption,thefollowing algorithmsaresupported:

� AES(128-,192-or 256-bitkey)

� Blowfish(128-bitkey)

� Twofish(128-,192-or 256-bitkey)

� CAST-128(128-bitkey)

� Arcfour (128-bitkey)

� 3DES(168-bitkey)

Thesupportedcertificatestandardsanddraftsare:
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� RFC 2315, PKCS #7: CryptographicMessageSyntaxVersion1.5,B. Kaliski, March1998.

� RFC 2459, InternetX.509PublicKey InfrastructureCertificateandCRL Profile,R. Housley, W. Ford,
W. Polk,andD. Solo,January1999.

� PKCS #12v1.0: PersonalInformationExchangeSyntax,RSA Laboratories,June1999.

� draft-ietf-pkix-rfc2510bis-03.txt (RFC 2510bis), InternetX.509PublicKey InfrastructureCertificate
ManagementProtocols,C. AdamsandS.Farrel,February2001.

For certificateandCRL publishing,thefollowing solutionsaresupported:

� RFC 2559, InternetX.509PublicKey InfrastructureOperationalProtocols- LDAPv2, S. Boeyen,T.
Howes,andP. Richard,April 1999.

Supportedsmartcardandcryptographictokenrelatedsupportedstandardsare:

� PKCS #11v2.10: CryptographicTokenInterfaceStandard,RSALaboratories,December1999.

Additional informationonRFCsandInternet-Draftsis availableat theIETF Website:

http://www.ietf.org/

At theRSAWebsiteyoucanfind additionalinformationonthePublic-Key CryptographyStandards(PKCS):

http://www.rsasecurity.com/rsalabs/ pkcs/

6.2 Authentication Methods

Thefollowing tableshowstheavailableauthenticationmethodsandlimitationson theiruse.
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Available Suitablefor Requires Requires
from scripting additional additional

binaries software hardware

Password x

Userpublic key
- SSH2keys x x �
- SSH1keys x x �
- PGPkeys x x � x �
Certificates
- software x x
- PKCS#11tokens x x

Host-based x x

Kerberos5
- client x �
- server x �
RSA securID
- client x x 	
- server x 

PAM
- client x
- server x �

If Availablefrombinariesis notchecked,theauthenticationmethodin questioncanbeenabledby compiling
from source.SeeChapter4 (Authentication)for instructions.

Explanation:

1. Usessh-agent2or NULL passphrase.Notethatin thelattercaseit is extremelyimportantthatnoone
elsecanaccessyourprivatekey.

2. Only theOpenPGPstandardandprogramsusingit aresupported.

3. Only Kerberos5is supported

4. SecurIDtokens

5. RSAAce/Serveror RSAAce/Agentsoftware

6. Only PAM onLinux andonSolaris2.6or lateris supported.
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